Learning Map-006 @
Secure PLC and RTU Design, Programming, and Operation

Intended Audience:
This Learning Map provides information to assist

e Control Engineers,

e ACS architecture engineers

e PLC programmers, and

e Plant Control System Maintenance Staff

to use PLCs more reliably and securely.

Context and Objectives of this Learning Map

This Learning Map addresses requirements of the design, implementation, operation, and upgrade
of PLCs, and RTUs (Remote Terminal Units) used with a range of Automation and Control Systems
(SCADA, DCS, etc.).

It begins with an overview (MLM-035-A) followed by MLMs 35-B to 35-D that discuss secure
programming, operation, and modification of PLCs. MLM-078-A was added to address
“Configuration Management” since this is relevant to field sensors, industrial highways, and PLCs.
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This Learning Map includes material provided by the “TOP 20 Secure PLC Programming Group” (see
MLM-035-B “Secure PLC Coding Practices: Top 20 List”).

The PERA team is also collaborating with the TOP 20 staff to address the following tasks:

a) Review the original documents to verify that it is suitable for use by a broad range of control
engineers and programmers, and expand the adoption of this document

b) Add new topics, including:
e cybersecurity auditing of existing PLCs and Al-assisted programming (MLM-035-E).
e |0 Layout and Field Wiring Design (MLM-035-F)

Include specific topics that refer to applicable regulation documents such as ISA/IEC 62443 and
the EU Cyber Resilience Act — CRA (Regulation 2024/2847)

RIOT Industrial is assisting PERA with a pilot project to demonstrate secure remote monitoring and
troubleshooting of PLCs. Their “Al Troubleshooting” tool may also assist with cybersecurity audits
of uploaded PLC code.

If you would like to assist with this work, send an email.
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https://plc-security.com/content/Top_20_Secure_PLC_Coding_Practices_V1.0.pdf
https://riotindustrial.com/
mailto:%20gary.rathwell@pera.net
https://www.pera.net/LMs/LM-006.svg

Technical Note

Although traditional ACS contain PLC/RTU based digital processors and HMI based operator
displays, they are programmed quite differently from general purpose computers.

This is because:

1) PLCs are programmed using special purpose languages defined in the IEC 61311 standard
(including Ladder logic. Function block and Sequence language, etc.) that are executed in

real-time by a fixed interpreter.

a.
b.

This limits available functionality (vs.. typical PCs)

Minimizes errors or faults that might be introduced by more general languages (like
C or Assembly Language).

Ensure reliable operation that complies with Safety, Availability, Integrity, and
Confidentiality (SAIC) goals

2) Program execution is limited to a fixed cycle as follows:

a.
b.
c.
d.
e.

Read Inputs (from sensors and other devices)

Execute logic (aimed to control the physical process_

Write outputs, (to activate the control)

Perform communications and diagnostics

Generate alerts to the operator in case a deviation is detected.

3) PLCs are designed to use industrial communication networks (like Modbus, Ether Cat, DNP
3.0. IEC 60870=5-x, Profibus, ProfNet, etc., ) that prioritize reliability over cybersecurity. As
a result, more secure communication methods (like Zero Trust) are not applicable for ACS

architectures.
4) IT-OT Integration

The design, programming, testing, and modification of PLCs / RTUs must be accomplished
quite differently than traditional IT and OT computing and networking And the integration of
these two principal zones must be explained:

a) While in the past (until 2010) the broadly accepted method was maintaining physical
Air-Gap among the zones, this approach became invalid after the Stuxnet incident

b) In modernized system (matching the industry 4.0 goals) people adopted the term IT-OT
Convergence, which was never defined by experts and generate risks.

c) The PERA Team addressed this topic and is recommending using a better-defined term,
matching that SAIC goals) coined as “Secured IT-OT Interfacing.”
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