
Learning Map-008  

Automation and Control System Cybersecurity for CISOs 

Intended Audience: 

Cybersecurity Information Security Officers in enterprises that contain industrial or other 
hazardous facilities.  Other personnel involved in cybersecurity including:  

1. Head Office Staff involved in Industrial Cybersecurity  
2. Plant Control Engineers 
3. Plant IT Specialists 
4. Plant Personnel working with ICS, OT, and IT systems  

 
The following MLMs are recommended for this process. 
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Context and Objectives of this Learning Map 

For the purposes of this Learning Map, the CISO is defined as a senior-level executive responsible 
for developing and implementing an information security program, which includes procedures and 
policies designed to protect enterprise communications, systems and assets from both internal 
and external threats.  

The following topic headings and associated Micro Learning Modules (MLMs) are considered 
essential to inform CISOs of aspects of cybersecurity associated with industrial facilities in their 
companies. 

1. Learning about the peculiar security concerns of an industrial environment  

MLM-050-A  ACS Cybersecurity for CISOs - Part 1 

MLM-050-B  ACS Cybersecurity for CISOs - Part 2  

MLM-050-C  ACS Cybersecurity for CISOs - Part 3 

 

2. Learning about cyber-attacks on industrial environments as opposed to 
cyber-attacks on Enterprise/Office IT assets. 

MLM-042-A Cyberattacks on Ukraine's Power Grid - Part 1  

MLM-042-B Cyberattacks on Ukraine's Power Grid - Part 2 

MLM-043-A Case Study: Cybersecurity Incident at a Water Utility4 

 

 

3. The CISO’s place and role in industrial operations 

MLM-001-A Principal Roles and Professions in Cyber Security  

MLM-013-A What is an Enterprise Cyber Security Program 

 

4. CISO’s considerations when working in an industrial environment 

MLM-025-A  OT vs IT Security Programs 

MLM-026-A Patch Management 

 
 

5. Introduction to ISA/IEC 62443 

MLM-010-A Purpose of the ISA/IEC 62443 Standard  

MLM-010-B Structure of the ISA/IEC 2443 Standard 

 


