Learning Map-018

Automation and Control Systems Risk Management ﬂ

Intended Audience:
Anyone currently involved in cybersecurity including

Plant Control Engineers

Plant IT Specialists

Plant Personnel working with ICS, OT, and IT systems

CISOs and other Head Office Staff involved in Industrial Cybersecurity
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The following MLMs are recommended for this process.

Automation and Control Systems Risk Management
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Context and Objectives of this Learning Map
The MLMs shown address “Risk Assessment and Mitigation”.

e MLM-016-A Risk Definitions & Concepts (all risks)
Includes all types of risk that can be influenced by design or operation.
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MLM-016-B Probability-based Cybersecurity Risk Assessment.

This MLM describes use of ISA 62443 procedure to assess Cybersecurity Risk based
on the skills of the attacker. This is not recommended by PERA as probabilities are
difficult to estimate or combine with other enterprise risks.

MLM-016-C Consequence-based Cybersecurity Risk Assessment

This is the recommended method for PERA Master Planning as it results in a Risk
estimate that can be easily compared with other Risks such as Equipment or
Process Risks. However, Probability-based Cybersecurity Risk Assessment may be
substituted if required by the approved company standard.

MLM-016-D SIS/SIL Risk Mitigation — Design Phase
<insert old GAR MLM>

MLM-019-A Risk Mitigation—- Operations Phase
Training, KPls, Audits, Maintenance Practices, etc.

MLM-020-A Combined Cybersecurity and Safety Design.
This MLM has been adapted from

o “IEC PAS 63325 Ed1, ‘Lifecycle Requirements for Functional Safety and
Security for ACS” and

o IECTR63069:2019, “Industrial-process measurement, control and
automation - Framework for functional safety and security”.

o These were combined to form “IEC TS 63069 ‘Framework for functional safety
and security”.

MLM-020-B This describes a Safety by design Use Case using Safety Instrumented
Systems and Cybersecurity standards.

This TR (Technical Report) combines ISA 84 and ISA 62443 to review and correct a
Control and Information System design.

MLM-020-C Procedure for conducting a Table Top TTX for Power Plants

MLM-020-D Cybersecurity Risk Mitigation — Design Phase
Must work with other design departments (Control Systems, Electrical for Ex zones,
cables, Civil perimeter security, IT, etc.



