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This Micro-Learning Module (MLM) discusses principles for secure Modification and
Upgrade of PLCs and RTUs. This includes change control, preparations before the
changes, modification or upgrade of hardware or software modules, and testing after
the change.

The intended audiences for this MLM are IACS engineers, IT teams dealing with
IACS cyber defense, consultants, systems integrators, and managers making
decisions about how to achieve IACS cyber security.




Key Recommendations

 Establish company procedures for ACS Modifications
- Have an established process for cybersecure Management of Change (MoC)
- Inspect the ACS associated with the PLC after the change is completed.

« ACS must comply with SAIC principles saic-safety-Availability-
Ensure operational safety after the maintenance Integrity Confidentiality
Ensure operational availability by having a roll-back process

Ensure data integrity after the process completion

Protect data confidentiality during and after the process

* Involved stakeholders

- Internal and external control system maintenance providers
- Plant managers responsible for the ACS operation
- Team responsible for Business Continuity assurance
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ACS Devices That Require Change Control

Programmable Logic Controller (PLC)
- Characterized with a large number of I/0O ports
- Capable of conducting complex processes

Remote Terminal Units (RTU)

- Characterized with strong and secure data communication
- Built with a small number of I/Os for simple processes

Intelligent Electronic Devices (IED)
- Includes plant sensors and industrial network devices
- Built with embedded programs. Only configuration is allowed

Industrial Internet of Things (11oT)

- Limit to simple data collection devices with relatively few 1/0s

[@N0IO

The following ACS devices require Change Control.

Programmable Logic Controller (PLC)

* Characterized with a large number of I/O ports

* Capable of conducting complex processes
Remote Terminal Units (RTU)

* Characterized with strong and secure data communication

* Built with a small number of I/Os for simple processes
Intelligent Electronic Devices (IED)

* Includes plant sensors and industrial network devices

* Built with embedded programs. Only configuration is allowed
Industrial Internet of Things (lloT)

* Limit to simple data collection devices with relatively few I/Os




Essential Actions Before the Change

* Investigate
- Whether a similar change has been done before on a similar system
- If so, was there evidence of unexpected safety or operation results
* Verify
- Verify that the change does not reduce operational safety
- Verify that the change does not weaken cybersecurity
- If possible, software patches should be tested on a simulator

+ The Change shall be approved by:
- The Plant Manager responsible for business continuity

- The Process Engineer responsible for unit safety
- The Control Engineer responsible for unit cybersecurity
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Recommended When Making the Change

* For non-Urgent Changes
- Determine if changes may be postponed to the next shutdown

« Hardware and Software Products

- Must be received from the vendor in original, sealed packages
- Downloads must be certified as cybersecure

- Before the Change is Performed
- Operations must be prepared for an unexpected situation
- Verify that you have a pretested Golden Image ready
- Verify availability of relevant hardware spares
- Verify that you can quickly perform a “roll-back” if necessary
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The following are recommended when making the change:

* Fornon-Urgent Changes
* Determine if changes may be postponed to the next shutdown
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After the Change

+ Verify all changes are operating correctly
- If possible, test operation before unit is restarted
- Visually and electronically monitor the system for 72 hours or through at least
three operating cycles.
+ Actions to be conducted after an extended shutdown
- Repeat initial system acceptance testing before startup
- Observe normal operation without anomalies for several hours

+ Documentation and Reporting
- Issue a change report to the stakeholders

- Update documentation (as applicable)
- Update the “Golden Image” (program backup)
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After Changes are completed:

* Verify all changes are operating correctly
* If possible, test operation before unit is restarted
* Visually and electronically monitor the system for 72 hours or through at
least three operating cycles.

* Actions to be conducted after an extended shutdown
* Repeat initial system acceptance testing before startup
* Observe normal operation without anomalies for several hours

* Documentation and Reporting
* Issue a change report to the stakeholders
* Update documentation (as applicable)
* Update the “Golden Image” (program backup)




Cybersecurity Assessment of Change

« For modifications that have a major impact

- Conduct security assessment according to ISA 62443-3-2 before approving Changes
- Consider “Table-top Risk Assessment (See MLM-020-C)

+ For Software or Hardware updates supplied by vendor
- Assessment may be limited to a documentation review
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Cybersecurity Assessment of Proposed Changes

For modifications that have a major impact

* Conduct security assessment according to ISA 62443-3-2 before approving
Changes

* Consider “Table-top Risk Assessment (See MLM-020-C)

For Software or Hardware updates supplied by vendor
* Assessment may be limited to a documentation review
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