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LISTING OF EXISTING AND PLANNED MLMS active, please TESTING
review
MLM Class MLM # Title PDF | MP4| PPTX| HTML5 | SCORM
0 |TEMPLATES AND PROCEDURES Gold = Completed, Pink = Draft
MLM-000-A MLM Template (16x9 PowerPoint File) PDF | N/A | PPTX| N/A N/A
1 |ACS PRINCIPAL AND PROFESSIONAL ROLES
MLM-001-A Principal Roles in Automation and Control Systems (ACS) PDF [ MP4 | PPTX | HTMLS | SCORM
MLM-001-B Professional Roles In Automation and Control Systems (ACS) PDF | MP4 | PPTX | HTMLS | SCORM
MLM-001-C Human Resources Role in ACS Cybersecurity PDF | MP4 | PPTX | HTMLS | SCORM
MLM-001-D ACS Cybersecurity Course Development and Training PDF | MP4 | PPTX | HTMLS | SCORM
2 |PERA WEBSITE RESOURCES
MLM-002-A Structure of Documentation on PERA Website PDF | MP4 | PPTX | HTMLS | SCORM
MLM-002-B Useful ACS documents for Control and Automation engineers PDF | MP4 | PPTX | HTMLS | SCORM
MLM-002-C What is a PERA User Guide? PDF | MP4 | PPTX | HTMLS | SCORM
MLM-002-D ACS Cybersecurity Learning Resources PDF | MP4 | PPTX | HTMLS5 | SCORM
3 |ENTERPRISE LIFECYCLES AND PHASES
MLM-003-A Enterprise Lifecycles and Phases PDF | MP4 | PPTX | HTMLS | SCORM
MLM-003-B ACS Cybersecurity Lifecycle for Existing Facilities PDF | MP4 | PPTX | HTMLS | SCORM
MLM-003-C ACS Cybersecurity Lifecycle for New Facilities PDF | MP4 | PPTX | HTMLS | SCORM
MLM-012-A Cyber Security Use Cases - Introduction PDF | MP4 | PPTX | HTMLS | SCORM
MLM-101-A The ACS Security Lifecycles PDF | MP4 | PPTX | HTMLS | SCORM
4 [INDUSTRY CLASSIFICATIONS
MLM-004-A PERA Enterprise Classes PDF | MP4 | PPTX | HTMLS | SCORM
MLM-004-B Industry Classifications for Cybersecurity (Map to DHS Number) PDF | MP4 | PPTX | HTMLS | SCORM
5 |ENTERPRISE CYBERSECURITY CONCEPTS
MLM-005-A PERA Information Structure PDF | MP4 | PPTX | HTMLS | SCORM
MLM-005-B Cybersecurity Information Subclasses PDF | MP4 | PPTX | HTMLS | SCORM
6 |CYBERSECURITY LEVELS
MLM-006-A Cyber Security Levels and SPRs PDF | MP4 | PPTX | HTMLS | SCORM
MLM-006-B Cyber Security Maturity Levels PDF | MP4 | PPTX | HTMLS | SCORM
7 |ARCHITECTURE MODELS AND CONCEPTS
MLM-007-A Control and Information Architecture Concepts and Terms PDF | MP4 | PPTX | HTMLS | SCORM
MLM-007-B ACS Architecture Levels (Process Industry) PDF | MP4 | PPTX | HTMLS | SCORM
MLM-007-C ACS Architecture Levels (Manufacturing) PDF | MP4 | PPTX | HTMLS | SCORM
MLM-007-D ACS Architecture Levels and Cybersecurity PDF [ MP4 | PPTX | HTMLS [ SCORM
MLM-007-E Control and Information System Segmentation PDF | MP4 | PPTX | HTML5 | SCORM
10 |IEC-ISA 62443 CYBERSECURITY FOR ACS
MLM-010-A Overview of ISA/IEC 62443 and Related Cybersecurity Standards PDF | MP4 | PPTX | HTMLS | SCORM
MLM-010-B Structure of ISA/IEC 62443 documents PDF | MP4 | PPTX | HTMLS | SCORM
MLM-010-C Basic Pillars of ISA 62443 PDF | MP4 | PPTX | HTMLS | SCORM
MLM-010-D IEC/ISA 62443 Cybersecurity Risk Assessment PDF | MP4 | PPTX | HTMLS | SCORM
MLM-010-K Automation and Control System (ACS) Security Concepts PDF | MP4 | PPTX | HTMLS | SCORM
MLM-010-M Foundational Cybersecurity Requirements PDF | MP4 | PPTX | HTMLS | SCORM
MLM-010-N Automation Cybersecurity Applications PDF | MP4 | PPTX | HTMLS | SCORM
MLM-010-P Models (Zones, Conduits, Physical, Logical) PDF | MP4 | PPTX | HTMLS5 | SCORM
13 |CYBERSECURITY MASTER PLANNING
MLM-013-A What is an Enterprise Cybersecurity Program PDF | MP4 | PPTX | HTMLS | SCORM
MLM-013-B Creating a Cyber Security Program PDF | MP4 | PPTX | HTMLS | SCORM
MLM-013-C Cyber Security Program Implementation PDF | MP4 | PPTX | HTMLS | SCORM
MLM-013-D Reconciling Cybersecurity Standards PDF | MP4 | PPTX | HTMLS | SCORM
MLM-013-E Sustaining a Cyber Security Program PDF | MP4 | PPTX [ HTMLS | SCORM
MLM-013-F Comparison of ACS and IT Standards PDF | MP4 | PPTX | HTMLS | SCORM
MLM-031-A Industrial Cybersecurity Practices PDF | MP4 | PPTX | HTMLS | SCORM
14 |PERA DEFINITIONS
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MLM Class MLM # Title PDF | MP4|PPTX|HTML5|SCORM
MLM-014-A What do ICS, IT, and OT Terms Mean? PDF | MP4 | PPTX | HTMLS5 | SCORM
MLM-014-B Tradeoffs in Use of ACS, IT, and OT Infrastructure PDF | MP4 | PPTX | HTMLS | SCORM
MLM-014-C What are loT and lloT ? PDF | MP4 | PPTX | HTML5 | SCORM
MLM-014-D What is Cloud SCADA ? PDF | MP4 | PPTX | HTML5 | SCORM
MLM-014-E Definition of Automation Devices and Principal Roles PDF | MP4 | PPTX | HTMLS | SCORM
MLM-014-F Comparison of ICS OT and IT Security Concepts PDF | MP4 | PPTX | HTMLS | SCORM
MLM-014-G ACS OT and IT Definitions and Concepts PDF | MP4 | PPTX | HTMLS | SCORM
PIPELINE MASTER PLANNING
MLM-015-A What is a Pipeline Enterprise Master Plan PDF | MP4 | PPTX | HTMLS | SCORM
MLM-015-B Pipeline Enterprise Master Plan Implementation PDF | MP4 | PPTX | HTMLS | SCORM
MLM-015-C Sustaining a Pipeline Enterprise Master Plan PDF | MP4 | PPTX | HTMLS | SCORM
CYBERSECURITY RISK AND MITIGATION
MLM-016-A Cybersecurity Risk Definitions and Concepts PDF | MP4 | PPTX | HTMLS | SCORM
MLM-016-B Probability-based Cybersecurity Risk Assessment PDF | MP4 | PPTX | HTMLS | SCORM
MLM-016-C Consequence-based Cybersecurity Risk Assessment PDF | MP4 | PPTX | HTMLS | SCORM
MLM-016-D Cybersecurity Risk Mitigation PDF | MP4 | PPTX | HTMLS | SCORM
MLM-016-F Level 0 and 1 cyber vulnerabilities PDF | MP4 | PPTX | HTMLS | SCORM
MLM-016-G Process Plant ACS Cybersecurity Risks PDF | MP4 | PPTX | HTMLS | SCORM
MLM-016-H Typical Manufacturing Plant Cybersecurity Risks PDF | MP4 | PPTX | HTMLS | SCORM
CYBERSECURITY TRUST MODELS
MLM-018-A Full and Zero Trust in Plants PDF | MP4 | PPTX | HTMLS | SCORM
MLM-018-B Minimum Trust Model for Cyber Secure ACS PDF | MP4 | PPTX | HTMLS | SCORM
MLM-018-C Implementing Minimum Trust in ACS PDF | MP4 | PPTX | HTMLS | SCORM
MLM-018-D What is Zero Trust in Plant IT Systems PDF | MP4 | PPTX | HTMLS | SCORM
MLM-018-E Implementing Zero and Limited Trust in Plant IT Systems PDF | MP4 | PPTX | HTMLS | SCORM
MLM-018-F Implementing Minimum Trust in OT Systems PDF | MP4 | PPTX | HTMLS | SCORM
ENTERPRISE RISKS AND MITIGATION
MLM-019-A Risk Mitigation (Audits KPIs Treaining, Practices) PDF | MP4 | PPTX | HTMLS | SCORM
MLM-019-B Risk Definitions & Concepts (all risks) PDF | MP4 | PPTX | HTMLS | SCORM
MLM-019-C Consequence-based Risk Assessment PDF | MP4 | PPTX | HTMLS | SCORM
MLM-019-D SIS/SIL Risk Mitigation - Design Phase PDF | MP4 | PPTX | HTMLS | SCORM
ACS SAFETY & SECURITY FOR DESIGN PHASE
MLM-020-A Combining Cybersecurity and SIS/SIL Safety Standards PDF | MP4 | PPTX | HTMLS | SCORM
MLM-020-B Safety Instrumented Systems Risk Assessment PDF | MP4 | PPTX | HTMLS | SCORM
MLM-020-C Cybersecurity Table-top Exercise for a Power Plant PDF | MP4 | PPTX | HTMLS | SCORM
MLM-020-D Cybersecurity Risk Mitigation — Design Phase PDF | MP4 | PPTX | HTMLS | SCORM
yED GRAPHICS
MLM-021-A What is yEd Graphics? PDF | MP4 | PPTX | HTMLS | SCORM
MLM-021-B How yEd is Used in PERA PDF | MP4 | PPTX | HTMLS | SCORM
MLM-021-C Advanced yEd Tutorial PDF | MP4 | PPTX | HTMLS | SCORM
MLM-021-G Why Use yEd in PERA PDF [ MP4 | PPTX | HTML5 | SCORM
XML STANDARDS AND WORKFLOWS
MLM-022-A XML Standards and Their use in PERA PDF | MP4 | PPTX | HTMLS | SCORM
MLM-022-B XMLMore Detail on XML Standards PDF | MP4 | PPTX | HTMLS | SCORM
MLM-022-C Use of Swim Lane Interfaces between Principal Roles PDF | MP4 | PPTX | HTMLS | SCORM
MLM-022-D Use of Workflows between Professional Roles PDF | MP4 | PPTX | HTMLS | SCORM
MLMS AND LEARNING MAPS
MLM-024-A What is a Micro Learning Module (MLM)? PDF | MP4 | PPTX | HTMLS | SCORM
MLM-024-B Work Procedure for Creating MLMs PDF | MP4 | PPTX | HTMLS | SCORM
MLM-024-C MLM Content and Format PDF | MP4 | PPTX | HTMLS | SCORM
MLM-024-D MLM Production Tips PDF | MP4 | PPTX | HTMLS | SCORM
MLM-024-E What is a Learning Map? PDF | MP4 | PPTX | HTMLS | SCORM
MLM-029-A Industrial Cyber Security Training PDF | MP4 | PPTX | HTMLS | SCORM
PATCH MANAGEMENT & SOFTWARE UPDATES
MLM-026-A |Software Update and Patching for Owners PDF | MP4 | PPTX | HTMLS | SCORM
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MLM Class

MLM #

Title
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MLM-026-B

Software Update and Patching for Vendors

o
<

MP4 | PPTX

34 |CYBERSECURE IT TO ACS INTERFACING
MLM-034-A Cybersecure IT to ACS Interfacing PDF [ MP4 | PPTX
MLM-034-B Cybersecure Interfacing in Process Industry PDF | MP4 | PPTX
35 |PLC AND RTU CYBERSECURITY
MLM-035-A Cybersecure PLC and RTU Concepts PDF [ MP4 | PPTX
MLM-035-B Cybersecure PLC and RTU Programming PDF [ MP4| PPTX
MLM-035-C Cybersecure PLC and RTU Operation PDF | MP4 | PPTX
MLM-035-D Cybersecure Modifications and Upgrades for PLCs and RTUs PDF | MP4 | PPTX
37 |CYBERSECURITY FOR PLANT OPERATIONS
MLM-037-A Cybersecure ACS Maintenance Procedures PDF | MP4 | PPTX
MLM-037-B Cybersecure Plant Engineering PDF | MP4 | PPTX
MLM-037-C Cybersecure Plant Procurement PDF | MP4 | PPTX
MLM-037-D Cybersecurity for Plant Human Resources Group PDF | MP4 | PPTX
MLM-037-E Cybersecurity for All Plant Personnel PDF | MP4 | PPTX
MLM-037-F IT Software Update PDF | MP4 | PPTX
38 | CYBERSECURITY INCIDENTS IN OPERATIONS PHASE
MLM-038-A Identifying control system cyber incidents PDF | MP4 | PPTX
MLM-038-B Response to Control System Cyber Incidents PDF | MP4 | PPTX
MLM-039-A Preparing for ACS Cyber Insurance PDF | MP4 | PPTX
MLM-039-B Industrial Cybersecurity for Insurance Providers PDF | MP4 | PPTX
MLM-075-A OT-ICS Cybersecurity Incidents PDF | MP4 | PPTX
42 |ACS CYBERSECURITY CASE STUDIES
MLM-042-A Cyberattacks on Ukraine's Power Grid - Part 1 PDF | MP4 | PPTX
MLM-042-B Cyberattacks on UkrainE's Power Grid - Part 2 PDF | MP4 | PPTX
MLM-042-C Cyber-attacks on Ukraine's Power Grid 2022 - Russian invasion PDF | MP4 | PPTX
MLM-043-A Case Study: Cybersecurity Incident at a Water Utility PDF | MP4 | PPTX
50 |ACS CYBERSECURITY FOR CISOs ( CYBERSECURITY INFORMATION SECURITY OFFICERS)
MLM-050-A ACS Cybersecurity for CISOs - Part 1 PDF | MP4 | PPTX
MLM-050-B ACS Cybersecurity for CISOs - Part 2 PDF | MP4 | PPTX
MLM-050-C ACS Cybersecurity for CISOs - Part 3 PDF | MP4 | PPTX
MLM-050-D ACS Cybersecurity for CISOs - Part 4 PDF | MP4 | PPTX
55 |CYBERSECURITY FOR ENGINEERING EDUCATORS
MLM-102-A cybersecurity Course Development for Educators PDF | MP4 | PPTX
60 |ACS CYBERSECURITY FOR EXECUTIVES AND MANAGERS
MLM-061-A ACS Cybersecurity for Executives & Managers - Introduction PDF | MP4 | PPTX
MLM-061-B ACS Cybersecurity for Executives & Managers - Board, CEO, CTO PDF | MP4 | PPTX
MLM-061-C ACS Cybersecurity for Executives & Managers - CFO, CIO, HR PDF | MP4 | PPTX
MLM-061-D Cybersecurity for Executive Support Staff PDF | MP4 | PPTX
70 |LEVELOAND 1 EQUIPMENT AND NETWORKS

MLM-071-A Architecture Models in Relation to Field Equipment & networks PDF | MP4 | PPTX
MLM-072-A Cybersecurity of Field Devices PDF | MP4 | PPTX
MLM-073-A ACS Sensor Networks PDF | MP4 | PPTX
MLM-074-A ISA 62443 Applicability to Level 0, 1 Devices PDF | MP4 | PPTX
MLM-076-A Field Device Access Security PDF | MP4 | PPTX
MLM-077-A Reliability and Security of Fire & Gas Systems PDF | MP4 | PPTX
MLM-078-A Level 1 & 2 Intelligent Device and Network Configuration PDF | MP4 | PPTX
MLM-078-B Level 1 & 2 Field Device and Network Design PDF | MP4 | PPTX
MLM-078-C Level 1 & 2 Field Device and Network Operations PDF | MP4 | PPTX
MLM-078-D Level 1 & 2 Field Device and Network Maintenance PDF | MP4 | PPTX
MLM-079-A Reliability & Security of Wireless Field Devices and Networks PDF | MP4 | PPTX
MLM-079-B Cybersecurity of lloT Field Devices and Networks PDF | MP4 | PPTX
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MLM Class MLM # Title PDF | MP4| PPTX| HTML5 | SCORM
MLM-082-A Specification of Cybersecure ACS Devices and Systems PDF | MP4 | PPTX | HTMLS | SCORM
MLM-082-B Capital Facilities Information Handover Specification (CFIHOS) PDF | MP4 | PPTX | HTMLS | SCORM
MLM-082-C ACS Cybersecurity for Product Suppliers PDF | MP4 | PPTX | HTMLS | SCORM
MLM-082-D Product Certification of Cybersecure ACS Devices and Systems PDF | MP4 | PPTX | HTMLS | SCORM
MLM-082-E Product Development Lifecycle for Product Supplier PDF | MP4 | PPTX | HTMLS | SCORM
MLM-082-F Specification of ACS Services for Safety and Security PDF | MP4 | PPTX | HTMLS | SCORM
MLM-082-G ISA Secure Certification Program PDF | MP4 | PPTX | HTMLS | SCORM
84 |[INDUSTRY 4-0
MLM-084-A Industry 4.0 Concepts for Automation and Control Systems PDF | MP4 | PPTX | HTMLS | SCORM
MLM-084-B Industry 4.0 and Cybersecurity PDF | MP4 | PPTX | HTMLS | SCORM
MLM-084-C Analyzer Reliability and Security PDF | MP4 | PPTX | HTMLS | SCORM
90 [ARTIFICIAL INTELLIGENCE IN ACS
MLM-090-A An Engineer's View of Al in Process Industry PDF | MP4 | PPTX | HTMLS | SCORM
MLM-090-B Plant Al and Human Interfaces PDF | MP4 | PPTX | HTMLS | SCORM
MLM-092-A What is Plant Al and How to Use it PDF | MP4 | PPTX | HTMLS | SCORM
95 [DATA INTERFACES FROM ACS TO MES
MLM-095-A Use of ISA 95 in Process Industry PDF | MP4 | PPTX | HTMLS | SCORM
MLM-095-B Use of ISA 95 in Manufacturing Industry PDF | MP4 | PPTX | HTMLS | SCORM
MLM-095-C Data Historian PDF | MP4 | PPTX | HTMLS | SCORM
MLM-095-D Firewalls and Gateways PDF | MP4 | PPTX | HTMLS | SCORM
MLM-095-E Digital Twin PDF [ MP4 | PPTX | HTML5 | SCORM
Approved + Review Draft Total 65 65
Approved Total 76 76
135 |AlI USE WITH PLCs
MLM-135-B Al-assisted Programming of PLC Logic
MLM-135-C Al-assisted Verification of PLC Cybersecurity PDF | MP4 | PPTX | HTMLS | SCORM
MLM-135-D Al-assisted Testing and approval of PLC and turnkey equipment
MLM-135-E Remote PLC and Control System troubleshooting PDF | MP4 | PPTX | HTMLS | SCORM

138 [AI-ASSISTED CYBERSECURITY MONITORING

MLM-138-C Monitor industrial dataflows and detect anomalies)
MLM-138-D Deep packet inspection (at boundaries)

MLM-138-E Manage vulnerability reports and advise when to patch
MLM-138-F Matching threats (KEVs and CVEs)

MLM-138-G Active Polling ( limit this to acceptance testing ?)

182 [AI USES IN ACS PROCUREMENT

MLM-182-A Accelerated testing & acceptance of control systems (FAT, SIT, SAT)
MLM-182-B Create contracts including specifications for testing and acceptance
MLM-182-C Improve maintenance monitoring

MLM-182-D ACS Change Control and Configuration Management

184 Al USE IN PROCESS ANALYZER CONTROL

MLM-184-A Enable remote support by analyzer experts
MLM-184-B Improve analyzer records and reporting

MLM-184-C Improve analyzer maintenance

MLM-184-D Use of advanced analyzers for process optimization
MLM-184-E Enable remote support by process experts
MLM-184-F Coordinate Quality Control Lab with online analyzers

198 |AI USE IN PLANT VISION SYSTEMS

MLM-198-A Image processing and improvement

MLM-198-B Defect or anomaly detection

MLM-198-C Vision System training

MLM-198-D Robotic Operator “side-kick”, including I/R equipment monitoring

Note that MLMs from 100 to 200 match MLMs from 0 to 99. In each case, the "100 series" uses Al to extend or improve the 0 to 99 MLM topics
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